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II, CLAIM AMENDMENTS 



1. (Currently Amended) A method for transmitting data between a 
CnrP/EDCE — g ensLio — access — network — CBrtft N radio access network of a 
packet-switched time division multiple access mobile system and 
user equipment of a mobile system, comprising the steps of: 

encrypting the data to be transmitted using an encryption 
algorithm at a transmitting end, 

transmitting the encrypted data from the transmitting end to a 
receiving end, 

decrypting the transmitted data using an encryption algorithm 
at the receiving end, 

wherein an encryption algorithm of a - eadio access network iftram 
cmployi - n - g the wideband ■ code dlvi - s - ion multiple ae - oess method 

fefee — universal — mobile tolocommuni cations syty fc ea fcradio 

access network of a wideband code division multiple access 
mobile system is used as the encryption algorithm, in which 
case input parameters of agreed format required by the 
encryption algorithm are created on the basis of operating 
parameters of the C PRO /EDGE radio access- network CERAN radig 
access network of the packet-switched time division multiple 
access mobile system. 



2. {Original) A method as claimed in claim 1, wherein the agreed 
format of the input parameters of the encryption algorithm 
defines the number of the input parameters and the length of each 
parameter . 
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3, (Currently Amended) A method as claimed in claim 1, wherein 
the encryption algorithm is a black box and implementation of the 
encryption algorithm is exactly the same in both the GfrRS/ZDGE 
radio acccso network CER M radio access network of the packet- 
switched time division multiple access mobile system and the 
radio access network UTHAN omploying of the wideband code division 
multiple access mobile syste mm cthod * 

4. (Original) A method as claimed in claim 1, wherein the input 
parameters comprise a counter parameter. 

5 + (Previously Presented) A method as claimed in claim 4, wherein 
the counter parameter comprises a symbol which defines whether 
the data to be encrypted is data of a second layer signaling 
plane or other data* 

6, (Original) A method as claimed in claim 1, wherein the input 
parameters comprise a bearer parameter, and one of the bearer 
parameter values is reserved for signaling plane data to be 
encrypted. 

7, (Previously Presented) A method as claimed in claim 4, wherein 
when executing the encryption algorithm in a MAC layer of a 
protocol stack, the counter parameter comprises an extended TDMA 
frame number. 
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8. (Previously Presented) a method as claimed in claim 7 , wherein 
the extended TDMA frame number is based on extending a Tl counter 
part of GSM. 

9. (Previously Presented) A method as claimed in claim 7 , wherein 
information on a last used extended TDMA frame number is stored 
in the user equipment for a next connection . 

10. (Original) A method as claimed in claim 9, wherein the 
information to be stored on the last used extended TDMA frame 
number comprises a certain number of the most significant bits of 
the extended TDMA frame number, and before the information is 
used in a new radio connection to form an extended tdma frame 
number, the value of the number formed by said most significant 
bits is increased by one. 

11. (Previously Presented) A method as claimed in claim 4, 
wherein when executing the encryption algorithm in a MAC layer of 
a protocol stack, the counter parameter comprises a time slot 
number. 

12. {Previously Presented) A method as claimed in claim 4, 
wherein when executing the encryption algorithm in an RLC layer 
of a protocol stack, the counter parameter comprises a hyper 
frame number. 

13. (Currently Amended) A method as claimed in claim 12, wherein 
information is stored on a last used hyper frame number in the 
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user equipment for a next connection, and before the information 
is used in a new radio connection to form a hyper frame number, 
the value of the number formed — fey — most — signif ioaiv fc — bitn — is 
increased by one* 

14. (Currently Amended) A method as claimed in claim 13, wherein 
the information to be stored on the last used hyper frame number 
comprises a certain number of tho m ost significant bits of the 
hyper frame number. 

15. (Currently Amended) A method as claimed in claim 1, wherein 
when a connection of the user equipment changes between the 
GPns/EDCE radio- aeeeoo notwe - rk CERA N radio access network of the 
packet -switched time division multiple access mobile system and 
the radio access network UTRAN — cmployin g of the wideband code 
division multiple access mobi 1 e sy e t em m otho d , information on a 
last used extended TDMA frame number or hyper frame number is 
provided to a new radio access network, and the same encryption 
key input parameter as in an old radio access network is used as 
the encryption key input parameter of the encryption algorithm in 
the new radio access network ♦ 

16. (Original) A method as claimed in claim 15, wherein the 
information to be provided . comprises a certain number of most 
significant bits, and before the information is used in a new 
radio access network, the value of the number formed by said most 
significant bits is increased by one. 
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17. (Currently Amended) User equipment of a mobile system, 
comprising 

means for encrypting data to be transmitted to a CPRS/EDCB 
radio Qocoso network GBRA Nr adio access network of a packet- 
switched time division multiple access mobile system using 
an encryption algorithm, 

means for decrypting data received from the CrnO/EDCE — radio 
aecesa — network — GBRft Kradio access network of the packet - 
switched time division multiple access mobile system using 
an encryption algorithm; 

wherein the encryption algorithm is an encryption algorithm of 
a r^<fe re — ace en a network — UTRAN — employing — feke — wideband — ee£e 
division — multiple — access — method — — fefee — universal — mobi-l - o 
t cl ccommuni o a t i ono — gystc mr adio access network of a wideband 
code division multiple access mobile system , and the user 
equipment comprises means for creating input parameters of 
agreed format required by the encryption algorithm on the 
basis of operating parameters of the GPItfl/BDGB radio access 
nctwo - r fe — SBRA Nradio access network of the packet -switched 
time division multiple access mobile system . 



18- (Original) User equipment as claimed in claim 17, wherein the 
agreed format of the input parameters of the encryption algorithm 
defines the number of the input parameters and the length of each 
parameter - 
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19. (Currently Amended) User equipment as claimed in claim 17, 
wherein the encryption algorithm is a black box and 
implementation of the encryption algorithm is exactly the same in 
both the GPRC/EDCE radio access - network QERA N radio access network 
of the packet-switched time division multiple access mobile 
system and the radio access network UTRftN — employing of the 
wideband code division multiple access mobile system m othod . 

20. (Original) User equipment as claimed in claim 17, wherein the 
input parameters comprise a counter parameter. 

21. (Previously Presented) User equipment as claimed in claim 20, 
wherein the counter parameter comprises a symbol which defines 
whether the data to be encrypted is data of a second layer 
signaling plane or other data. 

22. (Original) User equipment as claimed in claim 17 / wherein the 
input parameters comprise a bearer parameter, and one of the 
bearer parameter values is reserved for signaling plane data to 
be encrypted. 

23. (Previously Presented) User equipment as claimed in claim 20, 
wherein when executing the encryption algorithm in a MAC layer of 
a protocol stack, the counter parameter comprises an extended 
TDMA frame number. 
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24. (Previously Presented) User equipment as claimed in claim 23, 
wherein the extended TDMA frame number is based on extending a Tl 
counter part of GSM. 

25. (Previously Presented) User equipment as claimed in claim 23, 
wherein the user equipment comprises means for storing 
information on a last used extended TDMA frame number for a next 
connection. 

26. (Original) User equipment as claimed in claim 25 , wherein the 
information to be stored on the last used extended TDMA frame 
number comprises a certain number of the most significant bits of 
the extended TUMA frame number, and the user equipment comprises 
means for increasing by one the value of the number formed by 
said most significant bits before the information is used in a 
new radio connection to form an extended TDMA frame number . 

27. (Previously Presented) User equipment as claimed in claim 20, 
wherein when executing the encryption algorithm in a MAC layer of 
a protocol stack, the counter parameter comprises a time slot 
number, 

28. (Previously Presented) User equipment as claimed in claim 20, 
wherein when executing the encryption algorithm in an RLC layer 
of a protocol stack, the counter parameter comprises a hyper 
frame number . 
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29. (Previously Presented) User equipment as claimed in claim 28, 
wherein the user equipment comprises means for storing 
information on a last used hyper frame number for a next 
connection, 

30* (Original) User equipment as claimed in claim 29, wherein the 
information to be stored on the last used hyper frame number 
comprises a certain number of the most significant bits of the 
hyper frame number, and the user equipment comprises means for 
increasing by one the value of the number formed by said most 
significant bits before the information is used in a new radio 
connection to form a hyper frame number, 

31. (Currently Amended) User equipment as claimed in claim 17 , 
wherein the user equipment comprises means for providing 
information on a last used extended TDMA frame number or hyper 
frame number to a new radio access network when a connection of 
the user equipment changes between the C PRS / EDGE — radi o — access 
a< - yfcw o 3? k — Q GRAi Mr adio access network of a packet -switched time 
division multiple access mobile system and the radio access 
network UTRftN employing of the w ideband code division multiple 
access mobile syst em m e t - hod , and for using the same encryption key 
parameter as in an old radio access network as the encryption key 
parameter of the encryption algorithm in the new radio access 
network. 

32, (Original) User equipment as claimed in claim 31, wherein the 
information to be provided comprises a certain number of most 
significant bits, and the user equipment comprises means for 
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increasing by one the value of the number formed by said most 
significant bits before the information is used in a new radio 
access network. 

33. (Currently Amended) A GPRS /EDGE — a^ee6« network 

gBRA ^radio access network of a packet-switched time division 
multiple access mobile system of a mobile system, comprising 

means for encrypting data to be transmitted to user equipment 
using an encryption algorithm, 

means for decrypting data received from the user equipment 
using the encryption algorithm; 

wherein the encryption algorithm is an encryption algorithm of 
a radio — aeees - s — network — — employing — fclie — widcba - fi r d — e^de 
division — multiplo — access — method — e£ — fcfete — ui» - vor - o ^3: — mobile 
t e l e communications systcmradio access network of a wideband 
code division multiple access mobile system , and the 
GPRS/EDGE radio - - a.oe - eo6 — network CERAI I radio access network of 
the packet-switched time division multiple access mobile 
system comprises means for creating input parameters of 
agreed format required by the encryption algorithm on the 
basis of operating parameters of the G PRO /EDGE radio accooo 
network — GER& Nradio access network of the packet- switched 
time division multiple, access mobile system . 

34. (Original) A GPRS / EDGE— radi o access network as claimed in 
claim 33, wherein the agreed format of the input parameters of 
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the encryption algorithm defines the number of the input 
parameters and the length o£ each parameter. 

35. (Currently Amended) A C PRO /EDGE — radio access network as 
claimed in claim 33, wherein the encryption algorithm is a black 
box and implementation of the encryption algorithm is exactly the 
same in both the GPRS /EDGE radio access network CERftN F radio access 
network of the packet-switched time division multiple access 
mobile system and the radio access network EFHtAN employin g of the 
wideband code division multiple access mobile sys t er ra tic thoc fc* 

36. (Currently Amended) A CrRO/EDOB — radio access network as 
claimed in claim 33, wherein the input parameters comprise a 
counter parameter, 

37. (Currently Amended) A CPnG/EDCE — radio access network as 
claimed in claim 36, wherein the counter parameter comprises a 
symbol which defines whether the data to be encrypted is data of 
a second layer signaling plane or other data. 

38* (Currently Amended) A GPRO/EDCE — radio access network as 
claimed in claim 37, wherein the input parameters comprise a 
bearer parameter, and one of the bearer parameter values is 
reserved for signaling plane data to be encrypted. 

39. (Currently Amended) A CPUS /EDGE — radio access network as 
claimed in claim 3 6, wherein when executing the encryption 
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algorithm in a MAC layer of a protocol stack, the counter 
parameter comprises an extended TDMA frame number. 

40- (Currently Amended) A GPRS/EPS s — radio access network as 
claimed in claim 39, wherein the extended TDMA frame number is 
based on extending a Tl counter part of GSM* 

41. (Currently Amended) A GPRS /EDGE — radio access network as 
claimed in claim 39, wherein the QDnfl/HD9B radio access network 
GERft &radio access network of the packet- switched time division 
multiple access mobile system comprises means for storing 
information on a last used extended TDMA frame number for a next 
connection . 

42. (Currently Amended) A OPruP/fflDGE — radio access network as 
claimed in claim 41, wherein the information to be stored on the 
last used extended TDMA frame number comprises a certain number 
of the most significant bits of the extended TDMA frame number, 
and the n PRC /edge radio access-network CERA Nr adio access network 
of the packet -switched time division multiple access mobile 
system comprises means for increasing by one the value of the 
number formed by said most significant bits before the 
information is used to form an extended TDMA frame number. 

43. (Currently Amended) A CPRC/BDGE — radio access network as 
claimed in claim 36, wherein when executing the encryption 
algorithm in a MAC layer of a protocol stack, the counter 
parameter comprises a time slot number. 
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44, (Currently Amended) A GBRP/EDGE — radio access network as 
claimed in claim 36, wherein when executing the encryption 
algorithm in an RLC layer of a protocol stack, the counter 
parameter comprises a hyper frame number . 

45. (Currently Amended) A GPRS /EDGE — radio access network as 
claimed in claim 44, wherein the 6PRS/EDGE radio access - network 
GERA Nradio access network of the packet-switched time division 
multiple access mobile system comprises means for storing 
information on a last used hyper frame number for a next 
connection, 

46, (Currently Amended) A GfrRS/EDGE — radio access network as 
claimed in claim 45, wherein the information to be stored on the 
last used hyper frame number comprises a certain number of the 
most significant bits of the hyper frame number, and the 
GPRS/EDGE radio — access — notwork CERA N radio access network of the 
packet-switched time division multiple access mobile system 
comprises means for increasing by one the value of the number 
formed by said most significant bits before the information is 
used to form a hyper frame number. 

47. (Currently Amended) a CDRG/EDCE — radio access network as 
claimed in claim 33, wherein the GPRO/ EDGE- -radio access uctwo - g fe 
GERA Nr adio access network of the packet -switched time division 
multiple access mobile system comprises means for receiving 
information on a last used extended TDMA frame number or hyper 
frame number to the user equipment when a connection of the user 
equipment changes between the CKlfl/BDGB — radio — acc e ss — network 
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gEfiftS Eradio access network of the packet-switched time division 
multiple access mobile system and the radio access network u - tran 

employing wideband code division multiple access mobile 

system i uGthod , and for using as the encryption key parameter of 
the encryption algorithm, the encryption key parameter according 
to the received information. 

48- (Currently Amended) A GPRS /EDGE — radio access network as 
claimed in claim 47 , wherein the information to be provided 
comprises a certain number of most significant bits, and the 
GrnG/IiiDGE rad^o - access — network GERA N radio access network of the 
packet-switched time division multiple access mobile system 
comprises means for increasing by one the value of the number 
formed by said most significant bits before the information is 
used. 
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